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ABSTRACT

MANET is a self organizing system of mobile nodes that exchange information through wireless network with no
fixed infrastructure. Multicast is communication between a single sender and multiple receivers on a network.
Otherwise it transmits a single message to a select group of recipients There are several attacks in MANET that alter
the routing. Some examples are Rushing attack, flooding attack, wormhole attack etc. The rushing attack can affect
the performance of MZRP(Multicast Zone Routing Protocol) routing protocol in wireless network and also see the
impact of rushing attack at the different position of attacker i.e. near sender, near destination node and anywhere in
the network.. MANETS are more vulnerable to attacks than wired networks due to open medium, dynamically
changing network topology, cooperative algorithms, and lack of centralized monitoring. In Rushing attack, the
attacker exploits the duplicate suppression mechanism by quickly forwarding route discovery packets in order to
gain access to the forwarding group and this will affect the Average Attack Success Rate
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INTRODUCTION

A mobile ad hoc network is a self-organizing system of mobile nodes that communicate with each other via wireless
links with no infrastructure or centralized administration such as base stations or access points[1]. Communication
and collaboration among a given group of nodes are necessary. Instead of using multiple unicast transmissions, it is
advantageous to use multicast in order to save network bandwidth and resources, since a single message can be
delivered to multiple receivers simultaneously. Existing multicast routing protocols in MANETS can be classified
into two categories: tree based and mesh-based. In a multicast routing tree, there is usually only one single path
between a sender and a receiver, while in a routing mesh, there may be multiple paths between each sender receiver
pair. Routing meshes are thus suitable than routing trees for systems with frequently changing topology such as
MANETS due to availability of multiple paths between a source and a destination. A Mobile ad-hoc network which
is also known as a mobile meshnetwork is a self-configuring wireless network of mobile nodes.[2]

In MANET nodes act as the router or host to transmit thedata to other nodes in multi-hop fashion. Each node
forwardsthe packets unrelated to its own use. In MANET there are twotypes of routing- unicast routing and
multicast routing. The unicastrouting is used for one to one communication whereas multicastrouting is used for one
to many communications. For the unicastrouting different routing protocols are used like- DSDV, DSR,AODV etc.
Similarly for the multicast routing there are differentrouting protocols like- MAODV, ODMRP, MZRP etc.[3]
Security is an essential requirement in MANET environments. Compared to wired networks, MANETS are more
vulnerable to security attacks due to lack of trusted centralized authority, lack of trust relationships between mobile
nodes, easy eavesdropping because of shared wireless medium, dynamic network topology, low bandwidth, and
battery and memory constraints of mobile devices[4]. The security issue of MANETS in group communications is
even more challenging because of the involvement of multiple senders and multiple receivers. Although several
types of security attacks in MANETS have been studied in the literature, the focus of earlier research is on unicast
(point to point) applications.

Secure neighbor detection implies that two nodes detect a bidirectional link between themselves. Generally a node
broadcast an advertisement to allow its neighbor to detect it[5]. Most of the on-demand protocols perform the secure
neighbor detection. In those on-demand protocols, nodes who receive a route request consider itself the neighbor of
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previous-hop node. When a node transmit a request is claim a path between sender and receiver, but this secure
neighbor detection cannot prevent an attacker to receiving a request. If the address of previous-hop node is
unauthorized, so an attacker can claim to be any node propagating a request and next hop will trust that information.
That is the reason to applying a concept of secure route discovery. In secure route discovery sender broadcast the
route request very rapidly. To reduce the rushing attack, a randomized path selection technique is used. In traditional
route request forwarding the receiving node receive the request and immediately forward the request but in modified
technique, a receiving node collect all the route request and select a request at random and forward it. Two main
parameter is used in this technique: The no. Of request packet to be collected and the algorithm by which timeout
are chosen. When the no. Of request is chosen to be large, randomized forwarding will heavily rely on timeout to
trigger request forwarding will reduce security. Generally perfect topology information is not available. When it is
available then the timeout is based on number of between sender and receiver. Closer nodes should choose shorter
timeout than far-away nodes. If topological information is not available then bode can randomly choose timeout.
This approach reduce the security because every node trying to choose the shorter timeout[6].

Multicasting has advantage over the multiple unicast transmission; this way network bandwidth and resource may be
saved. Multicast routing can be classified into two categories: tree-based and mesh-based[7]. In tree-based multicast
routing, there is a single route from source to destination. If this route break then the communication between nodes
will not be possible. While in mesh-based multiple routing, every node connect to every other node in the network,
so is a route break between two nodes then many alternative will be allow to forward packet from source to
destination. In mesh-based multicast routing, network will frequently change the topology and found the path
between the nodes.

MATERIALS AND METHODS

LITERATURE REVIEW

Satyam Shrivastava [8] has proposed to list the techniques, which are used to overcome the rushing attack and also
focused on how they work.

V. Palanisamy, P. Annadurai [5] has already proposed the measure of the impact of Rushing attack and their node
positions which affect the performance metrics of Average Attack Success Rate with respect to three scenarios: near
sender, near receiver and anywhere within the network.

Al Shahrani, A.S[10] has highlighted the strengths and weaknesses of the Secured Dynamic Source Routing
protocol that present a solution to address the rushing attack problem

PROPOSED MODEL.:

Multicast Zone Routing Protocol (MZRP)The multicast extension of zone routing protocol (ZRP) is MZRP.It
combines the feature of both proactive and reactive routingprotocols. MZRP is shared tree multicast routing
protocol. In thistwo type of nodes - forwarding node and multicast group membernodes. In MZRP there are two
phases- tree initialization phase and tree maintenance phase.

Tree Initialization Phase

To create a multicast tree over the network source node initiatea two stage processes. In the first stage source node
tries to forma tree inside the zone. In the second stage it extends the tree tothe entire network. To create the tee
initially source node sends aTREE_CREATE control packets to nodes within its zone throughunicast routing. The
interested node joins the group by sendingTREE_CREATE_ACK packet and form the route. To extend thetree
outside the zone, source node sends a TREE_PROPAGATEpacket to all border nodes of the zone.

Tree MaintenancePhase

As the multicast tree is created, the source node periodicallytransmit the TREE_REFRESH packet to refresh the
multicasttree. If any node doesn’t receive this packet within a specifictime interval, it removes the corresponding
stale multicast routeentry. When any link break is occur then downstream nodes areresponsible for detecting and
rejoining the multicast group.

Classification of AttacksThe routing attacks are classified into two main categories

« Internal vs. External attack

* Active vs. Passive attack

Internal vs. External Attack- as the name clear that the internal attacks are carried out by compromised node or
malicious node that are the part of network domain. In this attacker node use thesecret information of the network.
An external attack is carriedout by a node or group of nodes which are not the part of networkdomain.
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Active vs. Passive attack- an active attack alters the systemresources and also effects their operations. Active
external attackscan be carried out by outside sources that do not belong to the network. The passive attack uses the
information from thesystem but doesn’t affect the system resources.

A. Rushing attack

Rushing attack is an effective denial of service attack, which isagainst the on-demand routing protocols. Rushing
attack alsoknown as “sudden forward motion attack” A rushing attack usethe duplicate suppression mechanism by
which it fastly forwardthe route discovery reply to the routing request broadcast in orderto gain the access to the
forwarding data.Impact of rushing attack at the different position of attacker node

There are three scenarios:

1. When the attacker node present near the sender

2. When the attacker node present near the destination

3. When the attacker node present anywhere in the network.

Rushing Attack and its Impacts in Ad hoc Networks:

Multicast is communication between a single sender and multiple receivers on a network. Otherwise it transmits a
single message to a select group of recipients. On a wireless network, an adversary is able to eavesdrop on all
messages within the emission area, by operating in promiscuous mode and using a packet sniffer (and possibly a
directional antenna). Furthermore, due to the limitations of the medium, communications can easily be perturbed;
MANETS are more vulnerable to attacks than wired networks due to open medium, dynamically changing network
topology, cooperative algorithms, lack of centralized monitoring and lack of clear line of defense. Typically,
multicast on-demand routing protocols state that nodes must forward only the first received Route Request from
each route discovery; all further received Route requests are ignored. This is done in order to reduce cluttering. The
attack consists, for the adversary, in quickly forwarding its Route Request messages when a route discovery is
initiated. If the Route Requests that first reach the target’s neighbors are those of the attacker, then any discovered
route includes the attacker. The rushing attack, that acts as an effective denial-of-service attack against all currently
proposed on-demand ad hoc network routing protocols, including protocols that were designed to be secure. In this
work, to simulate three scenarios:

* The attacker node is place at near sender

* The attacker node is place at near receiver.

* The attacker node is place anywhere within the network.

‘ Set of nodes needed for communication |

l

| Send the data to the destination node |

l

‘ Find the path to the destination by flooding RouteRequest |

| Rushing attacker keeps track & send Route discovery |

l

‘ Attacker taps the forwarding data packets |

l

Pacleets are quickly forwarded to the next nods |

l

‘ Data packsts from legitimate |

l

| MNode reaches destination late is dropped |

Fig. 1: Rushing Attack Formation (Adapted From [11])
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Based on above scenarios, to simulate how the Rushing attack affects the network performance.
Rushing Attack Formation

Stepl: Set of N number of nodes are created.

Step2: Create a connection between nodes.

Step3: Rushing node invaded into the forward multicast group.

Step4: Send the packet to the particular groups

Step5: At mean time attacker node tap all the packets.

Step6: The packets in the attacker node are then quickly forwarded to the next upcoming node.
Step7: The data packets from the legitimate node reaches the destination late and so it is dropped as duplicate
packet.

Step8: Rushing node in the multicast grouping, affect the Avg Attack Success Rate.

Rushing Attack Based on Three scenarios:

The attacker node A is placed at near sender. The data packets from the sender are forwarded to both the node A and
C at the same time. The attacker nodes quickly forward the data packet to node E than the node C. The attacker node
forwards the packet to node E then to G and B node. Finally Receiver R receives the data packets that are forwarded
by attacker node. The performance of Attack Success Rate with respect to this scenario is calculated.

Rushing Node at near sender
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Fig. 2: Attacker Node Present Near the Sender

Algorithm for near sender

Step 1: Create a set of n number of nodes

Step2: Create a connection between the nodes

Step3: Invade the attacker node at near sender

Step4: Sender sends the packet through specified path.

Step5: Other forward nodes, forward the packet to the next node.

Step6: The attacker node taps all the packets.

Step7: The attacker node quickly forwards the packets to the next node that are closest to the receiver
Step8: The data packets are then finally reaches the destination node.

Rushing Node at near Receiver

The attacker node A is placed at near receiver. The sender node forwards the data packets to both the node B and C
at the same time. The data packet can pass through either B, E and G nodes or C, F and G nodes. When the data
packet reaches the attacker node A, it quickly forwards the data packet to node R. The performance of Attack
Success Rate with respect to this scenario is calculated.
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Fig. 3: Attacker Node Present Near the Receiver

Algorithm for near receiver

Step 1: Create a set of n number of nodes.

Step2: Create a connection between the nodes.

Step3: Invade the attacker node at near receiver.

Step4: Sender send the packets through specified path.

Step5: Other forward nodes, forward the packet to the next node.

Step 6: Attacker node tap all the packets through the specified path.

Step7: The attacker node then quickly forwards the packets. Step8: Intermediate node forwards the packets to the
destination node.

Rushing attack at anywhere within the network
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Fig. 4 Attacker Node Present Anywhere in the Network

The attacker node A is placed anywhere within the network. The data packet from the sender is forwarded to the
nodes B and C. The data packet is then forwarded through the nodes B and E. But the data packet passed through the
node C and then to attacker node A which quickly forwards the data packet to the node G than from the node E. The
data packet is then finally reaches the receiver node R through node F. The performance of Attack Success Rate
with respect to this scenario is calculated.

Algorithm for anywhere within network

Step 1: Create a set of n number of nodes

Step2: Create a connection between the nodes

Step3: Invade the attacker node at anywhere within the network.

Step4: Sender send the packet through specified path.

Step5: Other forward nodes, forward the packet to the next node.

Step6: The attacker nodes tap the entire packet.

Step7: The attacker node then quickly forwards the packets.

Step8: The intermediate node forwards packet to the next node until it reaches the destination
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RESULTS AND DISCUSSION
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Fig. 5: PDR for 50 Nodes in MZRP Near Sender
Fig. 5 shows the Packet Delivery Ratio (PDR) is high when the attacker node is present near the sender because in

MZRP inside the zone proactive approach is used whereas outside the zone reactive approach is used. Rushing
attack is basically against the on-demand (reactive) routing protocols.
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Fig. 6: PDR for 50 Nodes in MZRP Near Destination

When the attacker node is present near the destination in that case PDR (packet delivery ratio) is low. Because
outside the zone reactive approach is used. By using threshold value the PDR can be improved.
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Fig. 7: PDR for 50 Nodes in MZRP Anywhere in the Network

Fig. 7 shows that the PDR is low when the attacker node is present anywhere in the network. In that case attacker
node receive the request from the previous intermediate node and then forward to the other intermediate node.
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CONCLUSION

The Rushing attacks are more likely to succeed in a multicast session where the number of multicast senders is small
and/or the number of multicast receivers is large. The goal of the project is to draw the graph based on the rushing
attack position in the network. With respect to the attack positions, the best position to launch rushing attacks is at
the near receiver, have the highest success rates. The rushing attack near sender have the low success rate and final
attack position is likely to take place anywhere in the network, have the least success rate.
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